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Abstract 

 
Background: Mobile network infrastructure has exponentially advanced in the past 20 years, 
resulting in tremendous evolution of the capabilities/services that the network can deliver. With 
these advancements, fraud activities have in equal measure metamorphosed into a complex web 
involving and spanning multiple touchpoints. Although different machine learning approaches 
have been developed and adopted, mobile network fraud remains dynamic and continually 
changes in form and means with time, resulting in degraded efficiency of these ML models. The 
phenomenon resulting in this degradation of efficiency with time is known as concept drift, which 
can be described as changes in the conditional distribution of the target variable, which is also 
referred to as output given the input features or the inputs, while the distribution of the inputs 
may still stay unchanged. This study aimed to analyze the effect of concept drift in relation to 
mobile network fraud detection, propose and develop an approach that reduces the concept drift 
effect when classifying and detecting mobile network fraud. Method: A quantitative research 
methodology was adopted using experiments as the core method. The dataset used for the study 
was an extract of DataStream from a Kenyan telco company and contains about 400,000 events 
or records generated by a process that randomly selected 65000 events for each month (Jan 2023 
to June 2023) from the complete dataset. A deep learning model known as MTED-LSTM was 
developed and trained, then evaluated using the 6-month data stream. The other four commonly 
used approaches, i.e., Random Forest, Naïve Bias, Support Vector Machine, and Logistic 
Regression, were also developed and evaluated using the same data stream. Eight evaluation 
criteria were used to evaluate the effectiveness of the models. The data stream was used to 
evaluate whether the models were affected by the drift and how good they were in handling the 
concept drift effect. Results: Using each evaluation criterion, the models were tested through 
each month's data stream without retraining the model. The result indicated a gradual reduction 
of the effectiveness of the models with time, attributed to the concept drift effect. MTED-LSTM 
model showed to be more effective through the six-month data stream and least affected by 
concept drift as compared to other models developed in the study. Conclusion: The MTED-
LSTM model effectively managed the effects of concept drift better due to its ability to store the 
previous model state on the time series DataStream, which is also referred to as memory. This is 
evidenced by the results, where all the performance indicators show that the model is least 
affected by the drift with time. It is worth noting that between the 4th and 5th months, all the 
other models drastically reduce their effectiveness, but the MTED-LSTM model recorded 
improved effectiveness during this time frame, resulting in a stable and smooth performance. 
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1. Introduction 

Mobile network infrastructure has exponentially advanced in the past 20 years, 
resulting in tremendous evolution of the capabilities/services that the network can deliver. The 
infrastructure has metamorphosed from a basic (GSM) Global System for Mobile 
Communications platform used to exchange SMS (short message service) and make calls from one 
handset to another to a complex integrated infrastructure carrying and hosting multiple services. 
I.e., Mobile network is currently acting as the core media of the E-commerce platform, Mobile 
Money platform with the likes of Mpesa (Kenya), E-Taxi platforms, E-delivery platforms, etc. 
(Yang, 2018). With this advancement, the data generation dynamics, Velocity, and variety have 
exponentially increased. With these developments, fraud activities have also metamorphosed, 
affecting multiple touch points on the Mobile network infrastructure and compounded by complex 
and huge data sets involved. In addition, fraudsters’ capabilities have also advanced, resulting in 
new fraud patterns that are ever evolving, and the need for an advanced approach to address these 
challenges is inevitable to reduce the exposure for both customers and service providers (Evgeny 
et al., 2018).  

Multiple approaches have been developed over time to address the fraud issue in the 
mobile network, which include Knowledge-based systems that rely on manually predefined rules 
and rule sets to differentiate between fraud and non-fraud activity. Rule-based methods are 
effective, but difficult to manage. A lot of work is required to define rules for every imaginable 
fraud case. Another drawback is that rule-based fraud detection systems need to be revised and 
updated frequently to cover newly discovered kinds of fraud (Apapan et al., 2018).  

Machine learning approaches have recently been adopted to address the fraud issue. 
The commonly used ML approaches used in mobile network fraud include Support Vector 
Machine, Naïve-Bayesian, Random Forest, and Artificial Neural Networks (Kim et al., 2015; 
Sallehuddin et al., 2015; Saravanan et al., 2014). The major challenge that cuts across all the ML 
approaches is the reduced prediction efficiency with time due to Concept drift. In a non-stationary 
and dynamically changing mobile network environment, the change of data distribution over time 
results in a phenomenon known as concept drift. Concept drift, in summary, can be described as 
changes in the conditional distribution of the target variable, which is also referred to as output 
given the input features or the inputs, while the distribution of the inputs may still stay unchanged 
(Gama et al., 2013). 

In this regard, we propose a dynamic deep learning approach to address the issue of 
concept drift when using automated ML tools to detect mobile network fraud. Deep learning, in 
definition, is a class of machine learning approach, where multiple layers of information-
processing are stacked in hierarchical architectures for pattern classification and for 
representation or feature learning (Yoshua, 2015; Georgios et al., 2019; Ajay et al., 2019; Samira 
et al., 2018; Xizhao et al., 2020). 

 

2. Background 

2.1 Machine Learning approaches 

Machine learning approaches, both supervised and unsupervised, have been used 
widely in detecting mobile network fraud and below are the commonly implemented approaches. 

Support Vector Machine: SVM application in fraud detection was proposed and 
developed by Vapnik (1995) and is built on the basis of the theory of statistical learning, where 
learning is achieved through computation. 
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Naïve-Bayesian: Naïve Bayesian technique classifies instances by utilizing either the 
categorical or numerical nature of the records. By using the features or attributes that describe a 
record, the probability value is calculated for each individual record. Since the records are either 
numeric or can be represented in numerical form, the continuous values formula can be deployed 
in the Naïve-Bayesian technique (Saravanan et al., 2014). 

Artificial Neural Networks: Artificial Neural Networks (ANN) is a representation of a 
simulated model of a biological neural network in the form of a non-linear learning algorithm 
(Ajith, 2005). Through the recursive adjustments of bias levels and weights, ANNs learn from the 
environment and continuously improve their accuracy. 

Random forest: Random Forest is an ensemble algorithm built from multiple decision 
trees. The output of individual trees is combined to boost the model’s generalization ability 
(Lakshmi et al., 2018). Decision trees, which work on splitting the nodes on all available variables 
to arrive at a split that results in the most homogeneous sub-nodes, are the backbone of RF (Gerard 
et al., 2015). Random has widely been used in fraud detection, especially financial fraud, but is 
also currently used in mobile network fraud detection due to its ease of implementation and 
general stability (Fidelis et al., 2024; Niveditha et al., 2019). 

 

2.2 Concept drift 

In a non-stationary and dynamically changing mobile network environment, the 
change of data distribution over time results in a phenomenon known as concept drift. Concept 
drift, in summary, can be described as changes in the conditional distribution of the target 
variable, which is also referred to as output given the input features or the inputs, while the 
distribution of the inputs may still stay unchanged (Gama et al., 2013). A case of example of a 
concept drift is a preference change of a user following news online in a continuous stream. In this 
case, news stream documents distribution remains unchanged, but the conditional distribution of 
the user’s preference changes. In mobile network fraud, this is characterized by unpredictable 
fraudulent events that do not follow any particular pattern. i.e., a transaction (call, Money transfer, 
or SMS) with the same predictors or attributes can either be fraud or not fraud under different 
scenarios. In this case, the prediction output changes while the inputs remain the same (Mundia 
et al., 2024). 

Majority of the techniques previously used to detect mobile network fraud suffer from 
the concept drift as a result of constant evolution in the fraud patterns and hence the need for an 
adaptive learning approach to update the model in a real time during its operation to counter the 
effects of concept drift (Geoffrey et al., 2016, Zhaohui et al., 2022; Sallehuddin et al., 2015). 

Data streams can be divided into two types, static and dynamic. In static data streams, 
data appears in a fixed probability distribution, whereas with dynamic data streams, the 
probability distribution or the statistical characteristic of data changes over time in unforeseen 
ways (Zhaohui et al., 2022). A data stream D defined as D= {d1, d2, ..., di, di+1, ...}, di= {xi, yi = {0, 1, 
2, ...m}}, with xi being the eigenvalue of the sample space, yi being the label of the sample and m 
represents the different categories tag value. Let’s assume that a data chunk St at a time t obeys a 
distribution 𝐹𝑡(𝑋, 𝑌), then if 𝐹𝑡(X, Y) ≠  𝐹𝑡+1(X, Y),  then this is an indication that concept drift 
occurs at t+1. 

In relation to supervised learning, concept drift can be defined as the change in the 
relationship between the target variable and the input variables that occurs over time (JOAO et 
al., 2014). The change of data distribution characteristics over time may be unpredictable, taking 
and assuming different forms, i.e., incremental, sudden, recurring, gradual, blip, and noise 
(Geoffrey et al., 2016; Zhaohui et al., 2022).  
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Bayesian Decision Theory describes a classification problem by the prior probabilities 
of the classes p(y) and the class conditional probability density functions p(X|y) for all classes y = 
1,…, c, where c is the number of classes (Duda et al. 2001) This means that when classifying an 
instance, the decision is arrived with regards to the posterior probabilities of the classes, which for 
class y can be represented as 

p(y|X)  =
p(y)p(X|y)

p(X)
                                                                                            (1) 

Where: p(X) = ∑c
y=1 p(y)p(X|y) 

So, we can formally define concept drift between time point t0 and time point t1 as           

∃X: pt0(X, y) ≠ pt1(X, y)                                                                                    (2) 

where pt0 represents the joint distribution at time t0 between target variable y and the 
set of input variables X, and pt1 represents the same at time t1 (Gao et al., 2007; Kelly et al., 1999). 
In other words, the class conditional probabilities p(X|y) may change, the prior probabilities of 
classes p(y) may change, resulting in a change in the posterior probabilities of classes p(y|X), 
which ultimately affect the prediction. The figure 1 illustrates the 2 types of drifts (JOAO et al., 
2014) which can be described as:  

i. Real concept drift, which indicates a change in p(y|X). this change can occur with 
or without change in p(X) (Salganicoff, 1997; Gao et al., 2007). 

ii. Virtual drift occurs if the distribution of the incoming data changes, i.e., p(X), 
without affecting p(y|X) (Tsymbal, 2004; Delany et al., 2005). In the literature this 
kind of drift has been interpreted differently i.e. Widmer (1993) defines virtual drift 
as a drift that happens as a result of incomplete data representation as opposed to an 
actual concept drift, Tsymbal (2004) describes virtual drift as a change in the 
decision boundary as a result of change in data distribution. Other descriptions of 
the Virtual drift are features change (Gao et al., 2007) and sampling shift 
(Salganicoff, 1997). 

 

Figure 1. 2 Types of Drifts 

From the above illustration, Real concept drift affects or changes the class boundary, 
making the previous decision model absolute in classifying the new instances.  

Concept drifts (both real and virtual) can be summarized to originate from the 
following 3 sources (Jie Lu et al., 2020):  

i. Source I: Pt(X) ≠ Pt+1(X) while Pt(y|X) = Pt+1(y|X), In this case, there is a change in 
data distribution Pt(X) while Pt(y|X) remains the same. Since a drift or change Pt(X) 
does not change the decision boundary, this source of drift results in a virtual drift 
as illustrated in Figure 2(a).  

ii. Source II: Pt(y|X) ≠ Pt+1(y|X) while Pt(X) = Pt+1(X). This drift will result in a change 
of decision boundary as the expectation of y given X changes with time. The outcome 
of this source of drift is a decreased accuracy in classification or the real drift as 
illustrated in Figure 2(b).  
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iii. Source III: mixture of Source I and Source II, namely Pt(X) ≠ Pt+1(X) and Pt(y|X) ≠ 
Pt+1(y|X). The source of this drift is a change of both Pt(y|X) and Pt(X), which will 
result in a change in the decision boundary, hence, the outcome will be a real drift, 
as illustrated in Figure 2(c). 

 

Figure 2. Drift Sources 

Drift can manifest in 4 different forms (Jie Lu et al., 2020; Zhaohui et al., 2022) as 
illustrated in Figure 3 and described as: 

i. Sudden drift: This happens when a new concept occurs with a very short time, 
resulting in a sudden change of class boundaries in the case of a real concept drift. 

ii. Gradual drift: This happens when a new concept gradually replaces the old concept 
over a period of time. 

iii. Incremental Drift: This happens when the old concept incrementally evolves to a 
new concept over time. Similar to the gradual drift, the transition to the new concept 
takes a bit of time. 

iv. Reoccurring Drift: In this case, a new concept occurs either suddenly or gradually, 
but later the old concept reappears after some time. 

 

Figure 3. Drift manifestations 
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2.3  Objectives 

The main objective of this research is to evaluate the effectiveness of deep learning 
technique in the reduction of concept drift effect on classification accuracy in mobile network 
fraud detection. 

The specific objectives are to: 

1. Determine the effect of concept drift in mobile network fraud detection with 
respect to prediction accuracy. 

2. Design and develop a deep learning model that maintains prediction accuracy in 
mobile fraud detection in the face of concept drift. 

3. Compare the performance of the deep learning model with other techniques in 
mobile fraud detection where concept drift exists in the data. 

 

2.4 Research questions 

Below are the research questions that will be trying to answer in the research 

1. How does concept drift affect the prediction accuracy on models used in mobile 
network fraud detection? 

2. How can concept drift in mobile network fraud data be detected? 

3. How can the deep learning approach be used in maintaining prediction accuracy 
in the face of concept drift when detecting mobile network fraud? 

4. What will be the performance of a Deep Learning driven model as compared to 
other methods including anomaly detection approach previously used in detecting mobile 
network fraud with concept drifted data? 

 

2.5 Previous work 

In this section, we review different approaches and algorithms that have previously 
been used to address the issue of concept drift. Drift detection can be defined as the mechanisms 
and techniques that quantify and characterize concept drift by identifying the points of change of 
time intervals for the change (Basseville et al., 1994) 

We can categorize methods or algorithms used to handle concept drift into three major 
categories, namely: 

Error rate-based drift detection:  The primary goal of these algorithms is to track the 
change in online classification error of the base classifier. Once the error crosses a particular 
threshold or is statistically significant, an alarm is triggered that will initiate a retraining or 
recalibration of the base model. Examples of these types of algorithms are Drift Detection Method 
(DDM) developed by Gama et al. (2004). This algorithm works by initially defining a time window 
by which the drift is measured. When new data is available, it is evaluated to detect whether, within 
the predefined time window, the overall online error rate has significantly increased. If the error 
rate reaches a warning level, DDM will start building a new leaner model, training it with the new 
data instances, but still using the old model to perform prediction. Once the new learner or model 
is trained and the error rate crosses the critical point, the algorithm switches to the new model for 
prediction. One of the major drawbacks of this approach was the cost of building and training a 
new model was very high especially if implemented in highly evolving environments like fraud 
detection. Also, because the old model is abandoned once the new model is implemented, the old 



Open Journal for Information Technology, 2025, 8(2), 21-52. 

______________________________________________________________________________________________ 

27 

information which can be useful in feature predictions is erased with the old model. To address 
these shortcomings, memory structure can be embedded into the algorithm to store useful 
information that be used by the newly built model. In addition, as opposed to creating an entirely 
new model, incremental training can be done on the old model resulting to reduced costs. Other 
similar implementations that have been developed are Local Drift Detection (LLDD) developed by 
Gama et al. (2004). This methodology focused on local drifts as opposed to the wholistic drifts 
which performed well in cases of remote or localized drifts. Baena-Garcia et al (2006) came up 
with another detection approach known as Early Drift Detection Method (EDDM) with the aim of 
detecting, training and switching to a new model before the drift affected the predictions 
significantly but it had the same drawbacks as DDM approach. S. Xu et al (2017) developed 
Heoffding’s inequality-based Drift Detection Method (HDDM) which was based on Hoeffding's 
bounds with moving averages (A-test) This model was less costly as it performed increment 
training on the original model as opposed to creation of an entirely new model.  

Data Distribution-based Drift Detection: The goal of this category algorithm is to 
quantify, by the use of a distance metric, the dissimilarity or the significant difference between the 
distributions of the historical and the new data streams. With this goal, this algorithm addresses 
the root source of the drift. If there is statistically enough evidence that there is a dissimilarity 
between the distribution of the historical and the new data streams, the system initiates a model 
upgrade process which will include retraining and recalibration of the model once the dissimilarity 
reaches a critical threshold a switch to the new model is committed (N. Lu et al,2014). Examples 
of algorithms that fall under this category are Statistical Change Detection for multidimensional 
data (SCD) by X. Song et al (2007) which continually monitored the data distributions changes of 
multi-dimensional data streams for significant changes then invoking a model retrain once a 
significant change is detected. N. Lu et al. (2016) developed Competence Model-based drift 
detection (CM) methodology, J. Shao et al. (2014) developed prototype-based classification model 
for evolving data streams called SyncStream and PCA-based change detection framework (PCA-
CD) by S. Xu et al. (2017). The goal of these algorithms was to detect the change in data distribution 
in the data stream. The drawback of these algorithms was the assumption that drift was only 
caused by data distribution changes which is not usually the case in real life data stream where 
noise, and conditional distribution of outcome can also be sources of drifts. 

Multiple Hypothesis Test Drift Detection: This set of algorithms performs more than 
one hypothesis testing, either to detect data distribution change or error rate change in the system. 
The goal of these algorithms is to detect any significant change in the drift of either the distribution 
or the accuracy. The multiple hypothesis testing can either be done in parallel or hierarchical (C. 
Alippi et al., 2008). Though these algorithms can be effective in detecting and acting on drifts, 
they are very complex to implement as different thresholds from the multiple hypothesis can easy 
trigger model switch instability (Y. Zhang et al,2017) examples of these some of the algorithm 
under this category are Rate drift detection (LFR) developed by W. Heng et al. (2015) which tracks 
and maintains the drift or change in True Negative rate (TN), True positive rate (TP), False 
Negative rate (FN) and False Positive rate(FP) in an online manner, Hierarchical Linear Four Rate 
(HLFR) by S. Yu et al. (2017) used multiple hierarchies to track both the error rate changes and 
data distribution changes resulting to a combined metric that tracked the drift. Two-Stage 
Multivariate Shift-Detection based on EWMA(TSMSD-EWMA) by H. Raza et al. (2015) used 2 
stages one to track the error rate change and the other tracking the data distribution change 
resulting to a compound drift tracking metric. Another drawback of these algorithms is that they 
can be very unstable in highly attributed data stream like mobile network data streams.  

According Jie Lu et al. (2020) any drift detection algorithm must answer one or more 
of the following 3 questions: 

i.  When did the drift occur?:  Drift detector should be able to identify the timestamp t 
when the drift occurred, i.e. 
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∃t: pt(X, y) ≠ pt+1(X, y)                                                                                                 (3) 

In this case, time t represents the time drift occurred. 

ii.  How is the drift?: This is the measure of severity of the drift at time t i.e. 

S =  𝑓(pt(X, y); pt+1(X, y))                                                                                      (4) 

where f is a function that measures the difference between two data distributions, t 
is the timestamp when the concept drift happened, and S is a non-negative value 
representing the severity of the drift. 

iii. Where did the drift occur? This question is answered by identifying the region where 
concept drift occurred, which can be identified as the regions of conflict between the 
previous concept and the new concept. This can be defined as the data feature space 
X where Pt(X; y) and Pt+1(X; y) are significantly different.  

 

3. Markov Transition Encoded Dynamic LSTM Framework 

In section we discuss the proposed MTED-LSTM framework, a framework that 
continuously and dynamically learns from incoming data streams while maintaining the attributes 
relationships during the encoding phase. MTED-LSTM continuously monitors the Mobile network 
input stream and adapts to the new evolving fraud patterns. 

The framework comprises 6 phases or layers as illustrated in Figure 4 and Figure 5. 

 

Figure 4. MTED-LSTM Framework 
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3.1 Event Sequence Ingestion phase 

This is the first stage of the model where the preprocessed data stream is ingested into 
the system. One of the main functions in this stage is to make sure that the input data is passed 
into the next stage in a sequential manner, i.e., the events are arranged sequentially as they occur 
as this enforces the time series nature of the model. Each record or event is timestamped as per 
its occurrence.  Any incomplete record that might have passed the preprocessing stage is dropped 
to ensure the stability of the model. Any invalid record that might have incorrect data type is also 
dropped at this stage. 

The rate of ingestion into the model is controlled at this layer; that is, if there is an 
influx of records in the data stream, the smoothening happens at this layer, where the input into 
the next stage is throttled to ensure a smooth and consistent training phase, which occurs are the 
next phase. A subset of the data stream features or attributes that are relevant for the model 
training are allowed to pass to the next stage of the model to reduce data dimensions flowing to 
the next stage.  

 

3.2  Data stream encoding using Markov Transition phase 

The categorical data in the dataset must be encoded before training though one of the 
issues related to this is the loss of inter-relationships information amount the attributes which can 
be key ingredient in the training and testing of the model (Ruinan et at., 2018). To preserve the 
inter-relationships information in the data stream, we propose a framework similar to 
(Campanharo et al., 2011) used for encoding dynamical transition statistics, but we modify the 
framework by representing the Markov transition probabilities sequentially to preserve inter-
relationships information in the time domain. 

Let n ×1 vector Fj represents the distribution at state j, with n being the number of 
attributes. Let M represents (n by n) Markov transition matrix governing the transformation of Fj 
into Fk, the distribution at state k, can represented as  

Fk = M′ ⋅ Fj                                                                                                        (5) 

if n equals 3, the Markov matrix can be represented as. 

𝑀 = [

𝑎11 𝑎12 𝑎13

𝑎21 𝑎22 𝑎23

𝑎31 𝑎32 𝑎33

]                                                                                      (6) 

with every element of the matrix, ajk, giving the probability of transition to state k from 
the initial state j and these elements are hence referred to as Markov transition probabilities. With 
the assumption that the Markov transition matrix does not change i.e., Markov transition 
probabilities are unchanged over time, then the distribution after s periods can be archived by 
executing equation (5) s times to have:  

𝐹𝑡+𝑠 = (𝑀𝑠)′ . 𝐹𝑡                                                                                                (7) 

When it comes to mobile network data, suppose for every event ai there is a total 
number of k categorical features. Each event ai is first encoded using label encoder method, that is 
all features are bin and one-hot coded into a binary vector. The indexes of the binary vector are 
extracted with a maximum numerical value of the length (l) of the binary vectors, denoted as Vi. 
Every categorical feature fi is coded with a value of 1 on vij, where 𝑎 ≤ 𝑗 < 𝑏 on the segment si =
[a, b). With this transition, every vector vi in V is guaranteed k non-zero numerical values. Then by 
taking all non-zero numerical values from Vi to Vi+1 a Markov Transition Field M is built as 
illustrated in the matrix 2 (XIN et al., 2024; Ruinan et at, 2018). The meaning of a transition 
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probability mij in M can be interpreted as the probability of the likelihood of transition from fx to 
fy where i ∈ sx and j ∈ sy: 

                                         (8) 

 Applying this approach while encoding the input data stream ensures the inter-
relationships between the attributes is maintained before passing this encoded data stream to the 
LSTM layer for training. 

 

3.3 Feature engineering phase 

In this phase the model takes the encoded scaled data and performs feature or 
attribute engineering. This process starts by taking a window of preprocessed data stream and 
corresponding target or the dependent variable as input, the window is represented as a matrix 
where each column stands for an attribute and each row stand for a time step. The window is 
defined in the equation (9). The algorithm determines the attributes that strongly determine the 
target variables and removes the features that have a least on no effect on the target variable in the 
current window. ‘TakeKbest’ method is utilized to select the most relevant features alongside the 
target variable, the method is defined by equation (10). We call this process active feature selection 
and extraction process which enhances the model efficiency and adaptability. This process is 
archived by assigning weights to the individual attributes or features then dynamically adjust these 
weights based on their relevance to the target or the dependent variable. By a continuous 
comparison and update on the weights assigned to each feature, the model selects the most 
important feature of features influencing the prediction in that window. Using this approach the 
model can adapt to changing data distribution and hence handle the concept drift caused by the 
evolution of the underlying data distribution. As the data pattern change with time the importance 
of a feature in relation to the target variable might also change hence using this dynamic window 
selection and analysis allow the models to capture the important feature at a given time. If there 
is a significant difference between extracted features of two concurrent window periods, then this 
is an indication of a concept drift and a decision on whether to retrain the model or update the 
initial features need to made. The key factor influencing this decision would be the drift 
magnitude.  

𝑊 = {(𝑋𝑡, 𝑦𝑡)|𝑡 ∈ (𝑡0, 𝑡0 + 𝑛)}                                                                       (9) 

𝑋 , = TakeKbest (𝑓, 𝑘)                                                                                     (10) 

Where f is function mapping x to y. 

 

3.4 Drift detection and Adaptation phase 

To detect and track concept drift, the framework uses the drift detection module to 
continually monitors two aspects (a) Cumulative distribution function CDF of the data points to 
observe concept drift in input data streams. This is archived by constantly comparing the stored 
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features and newly extracted features using KS (Kolmogorov-Smirnov) as in the equation (11). (b) 
Accuracy of the predictions archived by tacking Area Under Curve (AUC) of the model for each 
give time window as illustrated by equation (12).  

𝐷𝑘𝑠 = 𝑚𝑎𝑥|𝐹𝑡(𝑥) − 𝐹𝑡−1(𝑥)|                                                                       (11) 

𝐷𝑎𝑐𝑐 = 𝑚𝑎𝑥|A𝑡(𝑥, 𝑦) − A𝑡−1(𝑥, 𝑦)|                                                             (12) 

where A is the AUC at a given time window 

A data drift is considered to happen when Dks reaches a particular threshold which can 
be adjusted based on the prediction requirements. When this happens the model checks in its 
directory whether an associated model state exists to be used for forecast as LSTM stores the 
previously used model states. If a model state exists to be utilized by the drifted data stream, then 
the models switch to this model state otherwise the otherwise a new layer is trained based on the 
changes observed and merged with the most related model state. This is archived by freezing the 
already existing layers of the model which are not affected and training the layers with important 
features by adjusting the weights.   

This step can be summarized by the below equation 

Let  P (
yi

xi
) be the original model’s prediction of the dependent variable y given the 

input feature x and P (
yi

𝑧i
) be the addition information to the original model’s prediction of the 

dependent variable y given the new input feature z then a new model state represented by equation 
(13) below is created  

𝑚𝑜𝑑𝑛𝑠 = P (
yi

xi
) + P (

yi

𝑧i
)                                                                                (13) 

This new model state is designed to improve the model’s prediction performance when 
a concept drift that changes data characteristics and patterns occurs. By combining the previous 
knowledge from earlier models’ state with new knowledge this drift adaptation is achieved.  

A real concept drift is considered to happen when the accuracy parameter measure 
Dacc threshold is reached which occurs when the predictions AUC parameters go below a certain 
level. This can happen in both cases of a changed data distribution or changed expectation of the 
target value y even when the distribution of the features remains the same. In both these cases an 
incremental retraining on the entire model is performed to address this. During the incremental 
training, the main training cycle is paused to avoid conflicting training processes that might result 
in an unstable network (Chong et al., 2018; Udayakumar et al., 2023)  

 

3.5  Classification phase 

The core of MED-LSTM framework utilizes the stacking of Long Short Term Memory 
(LSTM) layers with each layer having different configuration. With this capability, temporal 
dependencies within the data can be captured by operating on 3D to generate output tensors that 
carry hidden state for each timestep from input tensors representing sequences. Then by 
determining the number of memory cells or hidden units within each layer, we can manage the 
complexity of the LSTM output space. we use hyperparameter known as "units to archive this 
parameterization  

To capture relationships and the underlying pattens in the data, the MTED-LSTM 
model employs two key strategies: 

i. Full Sequence of Hidden States Full Sequencing: MTED-LSTM returns the whole 
sequence of the hidden states for LSTM layers which allows the model to enrich its 
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understanding of the temporal dynamics within the data stream. This approach is 
different from the traditional LSTM which only uses the final hidden state. 

ii. ReLU Activation for Dense Layers: The use of ReLU (Rectified Linear Unit) 
activation introduces non-linearity in the learning enabling the model identify and 
learn more detailed and complex relationship between the dependent variables and 
the attributes of the features. 

In addition, to maintain the stability of the model and efficient training the following 
callbacks are used: 

i. Model Checkpoint: This callback ensures that the best performing model is saved 
and can be used for future predictions. This is done during the training phase where 
validation loss metric is used to determine the model efficiency.  

ii. Early Exit: This callback prevents overfitting of the model by terminating the 
training once the validation loss metric does not improve after a number of epochs. 
The ensures that the model is not over tailored for a particular date set. 

iii. Dynamic Learning Rate: This callback ensures that the model learning rate is 
adjustable throughout the training phase to ensure efficient convergence of the 
model when better approaches are found.  

Another key feature of MTED-LSTM framework is the ability to utilize the LSTM 
transfer learning ability when a retrain is triggered. This is attained by freezing the pre-trained 
layers of the model preventing them from being retrained. This essentially allows the fine tuning 
of only the newly added layers for specific data pattens so the that the general data patterns are 
retained. This approach enables the pre-trained or pre-refined model map the general 
representation and pattens of the data even before the training is done. This will result to faster 
convergence of the model and efficient utilization of computation resources in case of a retrain in 
comparison with retraining the model afresh from scratch. This approach can also be referred to 
as incremental retrain.   

 

Figure 5. Classification Layer 
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In summary we can state that the model is designed to ingest data stream from the 
network then performs data encoding using the Markov transition to maintain the attributes 
relationships information. The relevant features with relation to the dependent variable are 
extracted from the pre-processed data stream. A predictive model is the build which adopts to 
both drift in data distribution and also change in the expectation of the target variable give the 
features. The performance of the model is enhanced by the transfer learning. The framework 
begins with encoding of the data stream then performs a feature engineering process that 
identifies the features that have a major impact on the target variable using the TakeKbest method 
to ensure that only the most impactful features are used for the downstream analysis. 

To initiate the framework, a baseline model is used which is trained using the initially 
available dataset. A drift detection mechanism is later initiated to track and monitor both the data 
stream and the prediction accuracy aimed at detecting concept drift. The framework continually 
analyzes and evaluates the incoming stream of data against the older data steam to identify 
concept drift caused by data distribution changes. When a concept drift is detected two actions are 
triggered base on the source of the drift. If the drift is as a result of data distribution change, an 
adaptation process it triggered which involve fetching relevant data from the pre-trained models, 
revise the feature scales to maintain the distribution consistency, create and update model state 
aimed at predicting the new data stream characteristics and finally adjusting the model to 
accommodate the drift. If the drift is as a result of change in the expectation of the target variable, 
then an incremental model retrain is initiated. To maintain adaptability and high performance of 
the model, the framework utilizes transfer learning principles. By making use of knowledge and 
experience attained from previous models and data, the system can efficiently work with new data 
new data patterns and improve the learning process. 

The framework continually evaluates the performance and efficiency of the model, 
monitoring signs of concept drift and then adjust the model accordingly. A dynamic update on the 
model in relation to new data and error calculations is performed with the goal of maintaining and 
improving the predictive accuracy. Once the model attains stability with the new data stream 
conditions, the it is used to perform prediction of the data stream. 

We can have two training or learning modes: offline learning and online learning. In 
offline learning, the whole training data must be available at the time of model training. Only when 
training is completed can the model be used for prediction. In online mode, the model processes 
data sequentially, that is, it produces a model and puts it in operation without having the complete 
training data set available at the beginning. The model is then continuously updated during 
operation as more training data arrives (Metz et al., 2016).  In production mode, the proposed 
model can be trained online as the model keeps track of its internal state, and the incremental 
retraining can be achieved. 

 

4. Experimental evaluation, result and discussion 

We define a DataStream as a dataset that contains a timestamp indicating the 
occurrence of the event, and it is processed in a sequential manner with regard to the timestamp 
(Geoffrey et al., 2016). 

 

4.1 Data description 

The dataset used in our study represents 6-month data streams from a Kenyan telco 
company and contains about 400,000 events or records. The data stream was generated by a 
process that randomly selected 65,000 events for each month (Jan 2023 to June 2023) from the 
complete dataset. 
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Table 1 below represents record counts of the sampled dataset from the Call Detail 
Record (CDR) generated by the Telco company that was used for this experiment   

Table 1. Sample data summary 

Data Stream P (Fraudulent Events) N(non-fraudulent) Missing Data Total Records 

Jan_2023 1292 64679 78 66049 

Feb_2023 1186 65235 3 66424 

Mar_2023 2392 65098 47 67537 

Apr_2023 5399 62356 2 67757 

May_2023 1224 64389 36 65649 

Jun_2023 467 65267 178 65912 

Total 11960 387024 344 399328 

% Total 2.995031653 96.91882362 0.086144723 100 

The data set contains 10 attributes i.e.  Timestamp, Originating Number, Destination 
number, Call Location, Call duration, Phone model, First name, Last name, Rating, Number of 
calls received, Number of calls made. 

Figure 6 shows a part of the dataset. 

 

Figure 6. Sample dataset 

 

4.2 Evaluation metrics 

The following evaluation criteria were used, informed by the previous studies (Huiying 
et al.,2018; Geoffrey et al, 2016; Tung-Duong et al, 2021; Dennis et al,2018; Baena-Garcia et al., 
2006; S. Yu et al., 2017): - confusion matrix (Accuracy, Sensitivity/Recall, Precision, Specificity, 
F1 Score), Kolmogorov-Smirnov (K-S), AUC (Area Under the Curve), GINI, Combined Metric. 

 

4.3 Experimental setup 

The experimentation was done utilizing the below libraries and platform. 

 

4.3.1 Platforms 

The models’ development and the initial testing was carried out on a bare metal server 
running on Linux version 8.9 operating system with 4 CPU cores and 8GB of memory. The 
required Deep Learning software and libraries were installed on the machine. However, the actual 
training and testing of the models were carried out on AWS EC2 machine (m8g.medium) running 
on Gaviton CPU. The choice of this hardware was due to the high CPU and memory demands 
required to train and test the models. 

2 programing languages were used in the experimentations, that is Python 3 and R 
Version 4.5. The reason for these programming languages choice it their stability in models’ 
training and availability of the needed libraries. Some models were developed in R while others 
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were developed using Python depending on the availability of the respective libraries and ease of 
integration with other model components. 

 

4.3.2 Environment setup 

i. Python (Version 3.12.1) 

ii. Anaconda 3 (Jupyter Notebook) 

iii. Keras and TensorFlow for Deep learning 

 

4.3.3 Libraries setup 

i. Keras | Tensorflow  

ii. Scikit-Learn for machine learning tasks 

iii. Pandas and Numpy for data processing 

iv. Matplotlib and Seaborn for visualization of results 

 

4.3.4 Experimentation procedure 

Below five steps approach was followed in the experimentation.  

i. Exploratory Data Analysis 

ii. Data preprocessing  

iii. Models training  

iv. Models testing 

v. Results analysis  

 

4.4 Models testing 

Once the most optimal model (fine-tuned) was achieved, the models were tested using 
data streams for the subsequent months (Feb 2023 to June 2023) and results later analyzed. The 
aim of this was to: (a) Establish if concept drift occurs with time and what is its effect when it 
comes to the prediction or classification performance; (b) Establish how MTED-LSTM framework 
model performed in comparison with the other models with reference to concept drift. 

 

4.4.1 Experiment one: Before Concept Drift 

The first experiment was conducted by training all the models with Jan 2023 training 
partition data streams then testing them using the testing partition of the same dataset. The aim 
of the experiment was to evaluate performance of the models in the absence of drift. 

 

4.4.2 Experiment two: After Concept Drift 

The second experiment was conducted by passing the subsequent months datasets 
through the trained models then evaluate the performances of each model. The assumption in the 
test is that concept drift might have occurred through the months and might result to degradation 
of performance of the models, The cause of the concept drift might be as a results of data 
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distribution change of the change in the expectation of the target variable. In both scenarios, the 
experiment was aimed at evaluating the effectiveness of the proposed MTED-LSTM framework in 
handling drift irrespective of its cause. The other models mentioned above were also tested using 
the same dataset and the results analyzed to determine their effectiveness of managing concept 
drift. 

 

4.5  Results analysis 

The summarized results for both experiment 1 and experiment 2 illustrates models’ 
performance through the six-month data to determine the models’ stability and the effect of the 
concept drift on the models.  

The Area Under Curve (AUC) was the key metric used measure the effectiveness of the 
models in in the classification of fraudulent events. The AUC for the different models over the 6-
month data is represented below 

Random forest: 

 

Figure 7. Random Forest AUC 
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Naïve Bias 

 

Figure 8. Naive Bias AUC 

Support Vector Machine 

 

Figure 9. Support Vector AUC 
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Logistic Regression 

 

Figure 10. Logistic Regression AUC 

MTED-LSTM 

 

Figure 11. MTED-LSTM 

The summarized results are represented in the tables, with each table representing 
each of the evaluation criteria 
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Accuracy: 

Table 2. Accuracy Summary 

Time Random Forest Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 99.90844 96.26 100 100 99.9084 

Jan-23 99.98321 95.4975 99.9832 99.98321 99.9634 

Feb-23 99.96337 94.3018 99.9634 99.96337 99.9832 

Mar-23 99.86571 89.0017 99.8657 99.86571 95.4975 

Apr-23 99.84739 88.8812 99.8474 99.84739 99.9634 

May-23 99.6078 73.6109 99.6078 99.6078 99.9832 

Jun-23 99.30564 59.3911 99.3056 99.30564 94.3018 

AUC: 

Table 3. AUC Summary 

Time Random Forest Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 0.9883348 0.9900294 1 1 0.9883348 

Jan-23 0.9879886 0.9801203 0.98609 0.987983 0.9760351 

Feb-23 0.9760351 0.9667679 0.97648 0.9760326 0.987983 

Mar-23 0.9247426 0.9232518 0.93871 0.9247422 0.9801203 

Apr-23 0.9131171 0.9080081 0.89558 0.9131116 0.9760326 

May-23 0.7666551 0.750207 0.74878 0.7666648 0.9879886 

Jun-23 0.6021098 0.5858532 0.65392 0.6021106 0.9667679 

K-S 

Table 4. K-S Summary 

Time Random Forest Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 0.9757342 0.9848764 1 1 0.9757342 

Jan-23 0.9759661 0.9608211 0.9759661 0.9759661 0.9520651 

Feb-23 0.9520651 0.9369199 0.9520651 0.9520651 0.9759661 

Mar-23 0.8494845 0.8343406 0.8622513 0.8494845 0.9608211 

Apr-23 0.8262232 0.8110789 0.8262232 0.8262232 0.9520651 

May-23 0.5333296 0.5181426 0.5379767 0.5333296 0.9759661 

Jun-23 0.2042213 0.2421398 0.2609293 0.2042213 0.9369199 
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Gini: 

Table 5. Gini Summary 

Time Random Forest Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 0.9766697 0.9800589 1 1 0.9766697 

Jan-23 0.9759771 0.9602405 0.9721782 0.9759661 0.9520701 

Feb-23 0.9520701 0.9335359 0.9529527 0.9520651 0.9759661 

Mar-23 0.8494852 0.8465036 0.8774112 0.8494845 0.9602405 

Apr-23 0.8262341 0.8160162 0.7911683 0.8262232 0.9520651 

May-23 0.5333101 0.5004139 0.4975665 0.5333296 0.9759771 

Jun-23 0.2042196 0.1717063 0.3078432 0.2042213 0.9335359 

Recall: 

Table 6. Recall Summary 

Time Random Forest Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 0.999437973 0.925199264 1 1 0.999437973 

Jan-23 0.999938684 0.930498498 0.999938684 0.999938684 0.999846708 

Feb-23 0.999846708 0.930405457 0.999846708 0.999846708 0.999938684 

Mar-23 0.99931025 0.929860057 0.99931025 0.99931025 0.930498498 

Apr-23 0.999233587 0.929873235 0.999233587 0.999233587 0.999846708 

May-23 0.999431259 0.929845057 0.999431259 0.999431259 0.999938684 

Jun-23 0.996474772 0.927257679 0.996474772 0.996474772 0.930405457 

Precision: 

Table 7. Precision Summary 

Time Random Forest Naïve Bias SVM 
Logistic 
Regression MTED-LSTM 

Initial (EXP 1) 0.999642273 1 1 1 0.999642273 

Jan-23 0.999892702 0.999901166 0.999892702 0.999892702 0.999785404 

Feb-23 0.999785404 0.99978586 0.999785404 0.999785404 0.999892702 

Mar-23 0.999340885 0.999291691 0.999340885 0.999340885 0.999901166 

Apr-23 0.999233587 0.999275219 0.999233587 0.999233587 0.999785404 

May-23 0.996627784 0.996441985 0.996627784 0.996627784 0.999892702 

Jun-23 0.996551143 0.996540818 0.996551143 0.996551143 0.99978586 
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Specificity: 

Table 8. Specificity Summary 

F1 Score 

Table 9. F1 Score Summary 

Time Random Forest Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 0.999540112 0.961146497 1 1 0.999540112 

Jan-23 0.999915693 0.963952233 0.999915693 0.999915693 0.999816055 

Feb-23 0.999816055 0.963848725 0.999816055 0.999816055 0.999915693 

Mar-23 0.999325567 0.963326426 0.999325567 0.999325567 0.963952233 

Apr-23 0.999233587 0.963325843 0.999233587 0.999233587 0.999816055 

May-23 0.998027553 0.961992303 0.998027553 0.998027553 0.999915693 

Jun-23 0.996512956 0.960651677 0.996512956 0.996512956 0.963848725 

Combined metric 

Table 10. Combined Metric Summary 

Time 
Random 
Forest 

Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 0.987869704 0.978684099 1 1 0.987869704 

23-Jan 0.987956798 0.968297878 0.98732393 0.987954931 0.975972085 

23-Feb 0.975972085 0.955845508 0.97612039 0.975971252 0.987954931 

23-Mar 0.924517556 0.906972942 0.93342896 0.924517422 0.968297878 

23-Apr 0.912857962 0.894137614 0.90701226 0.912856129 0.975971252 

23-May 0.766004084 0.743447301 0.76159475 0.766007318 0.987956798 

23-Jun 0.600948019 0.596214892 0.63712075 0.600948285 0.955845508 

The comparative plots for the models over the 6 months data are done with each plot 
representing the evaluation criteria. 

 

 

Time Random Forest Naïve Bias SVM Logistic Regression MTED-LSTM 

Initial (EXP 1) 0.91954023 1 1 1 0.91954023 

Jan-23 0.976027397 0.979452055 0.976027397 0.976027397 0.95221843 

Feb-23 0.95221843 0.955631399 0.95221843 0.95221843 0.976027397 

Mar-23 0.850174216 0.850174216 0.850174216 0.850174216 0.979452055 

Apr-23 0.826989619 0.847750865 0.826989619 0.826989619 0.95221843 

May-23 0.533898305 0.542372881 0.533898305 0.533898305 0.976027397 

Jun-23 0.207746479 0.26056338 0.207746479 0.207746479 0.955631399 
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Figure 12. Accuracy Comparison                                    Figure 13. AUC Comparison 

 

 

 

Figure 14. K-S Comparison                                       Figure 15. Gini Comparison 
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Figure 16. Recall Comparison                             Figure 17. Precision Comparison 

 

 

 

Figure 18. Specificity Comparison                          Figure 19. F1 Score Comparison 
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Figure 20. F1 Score Comparison 

 
5. Discussion 

From the results, the accuracy of the models over the six months slightly reduces with 
time except for the Naïve Bias model which reduces drastically after the 4th month to a low of 59% 
which can be attributed to the main drawback of Naïve Bias models that assumptions that all the 
independent variables are not related and from the data exploratory analysis, some of the variables 
are correlated to each other and this can explain the drastic reduction of accuracy with time. This 
characteristic in the mobile network dataset makes the Naïve Bias model not very appropriate in 
classification problems. Accuracy model evaluation criteria might not be the best criteria, as the 
data is very imbalanced, i.e., the % of non-fraudulent instances is 97.6%. If a model classifies all 
the instances as non-fraudulent, the accuracy would still be 97.6%, which might be translated as a 
good model, but it is not. and with this, other methods of evaluation should be employed to 
determine the effectiveness of the model. 

Area Under Curve (AUC) which represents the probability that the model, if given a 
randomly chosen positive and negative example, will rank the positive higher than the negative 
would be the best criteria to evaluate the effectiveness of the model over time as the model’s 
capacity to correctly classify the instances would be investigated. From the results AUC for the 
MTED-LSTM model over time remains constant, which indicates that the model's capability to 
classify the instances remains unchanged as compared to the other models. MTED-LSTM model 
attains an AUC value of 96.6% after 6 months, which is a slight drop from the initial AUC of 98.8% 
in the first month, it is worth highlighting that at the 4th month, the AUC improved as compared 
to the third month showing that the model slight had an improvement with time. All the other 
models registered huge drops in the AUC values with time and especially from the 4th month with 
Naïve Bias, Random Forest, Logistic Regression and finally Support Vector machine registering 
AUC values of 75%,76.6%,76.6% and 74.6% in the 5th month and 58.5%,60.2%,60.2% and 65.3% 
in that order in the 6th month. This means that the MTED-LSTM model a less affected by the 
changing data distribution or concept drift with time as compared to the other evaluated ML 
algorithms. It is worth noting that the initial values of AUC for Logistic Regression and Support 
Vector machines are 100%, but reduce rapidly with time as a result of drift. 

Kolmogorov-Smirnov (K-S), which measures the level of separation between the 
distributions of the negative and positive responses, evaluated how good the model will be able to 
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separate the instances with time. From the results, MTED-LSTM remained constant through the 
6-month duration data with the lowest K-S value of 93.6% on the 6th month in comparison with 
97.5% in the 1st month. The other models recorded a drastic degradation in the K-S value with 
time, with Random Forest and Logistic Regression models recording a low of 20.4% in the 6th 
month, Support Vector and Naïve Bias models recorded lows of 26% and 24% respectively in the 
6th month. This result indicates the MTED-LSTM model remains stable and less susceptible to 
the effect of data distribution change of concept drift, as the model's capability to separate the 
instances remains nearly constant with time. 

From the results, the Gini value, which measures the area between the 45-degree line 
and the cumulative response curves, is almost constant for the MTED-LSTM model in comparison 
with the rest of the models. The lowest Gini value for the LSTM model is 93.3% for the 6th month 
in comparison with an initial Gini value of 97.6%. The other models record a drastic decline of the 
Gini value with time, with Naïve Bias model recording a low value of 17.1% in the 6th month, with 
Random Forest, Logistic Regression, and Support Vector Machine recording a lowest Gini value 
of 20.4%,20.4%, and 30.7%, respectively. It is worth noting that the initial values of Gini for 
Logistic Regression and Support Vector machines are 100%, but reduce rapidly with time as a 
result of drift. 

Specificity, which measures the portion of the sample that is classified as negative 
while using the classifier that is genuinely negative. This measure can also be used to measure the 
model’s ability to reduce false negative classifications. From the result MTED-LSTM model 
indicates an almost constant value of specificity with time, with the lowest value being 95.5% as 
compared to the highest value of 97.2% in the 2nd month. It is noted that the initial specificity of 
the MTED-LSTM is 91.9% but increases with time, indicating that the model is less affected but 
the data distribution change of drift. The other models recorded a gradual reduction in specificity 
with time, with Logistic Regression, SVM, and Random Forest recording a lowest of 20.7% in the 
6th month, while Naïve Bias recorded a low of 26% in the 6th month. Though the initial specificity 
value of Logistic Regression, SVM, and Naive Bias is 100%, this value reduces drastically as the 
data distribution changes. This means that with time, the other models, apart from MTED-LSTM, 
start recording more False negatives with time as they classify new instances. 

Sensitivity or Recall, which measures the proportion of the samples that are classified 
as positive while using the classifier that are genuinely positive. From the results, Recall of the 
models does not degrade with time, as the lowest degradation happens on the Naïve Bias model, 
which recorded a low of 92.7% from a high of 93.1%. MTED-LSTM model also records a drop in 
the recall value to 93%, which is not gradual with time, as compared to the other performance 
measures. Recall, though, is not a very suitable measure of performance in this case due to the 
huge data imbalance. i.e., the % of the positive instances (fraudulent cases) is only 2.4%. This case 
applies for precision and F1 Score, for which the values across all the models remain constant or 
slightly decrease with time, i.e., the lowest F1 score recorded is 96% on Naïve Bias from an initial 
96.1%. In the 6th month, the F1 score for the MTED-LSTM model was 96.3%, which is a drop from 
the initial F1 score of 99.9% in the first month, but this measure is not gradual with time as 
compared to the other performance measures. 

Using a combined metric which takes consideration of all the metrics by averaging the 
AUC, F-score and K-S, MTED-LSTM model out performs all the other model over time indicating 
that the model adapts to concept drift over time hence resulting to better performance. The lowest 
combined metric for MTED-LSTM model is 95.5% in the 6th month. Compared to the other 
models, 63.7% for SVM, 60% for both Random Forest and Logistic Regression and 59.6% for Naïve 
bias.  

The results also show the graphical representation of different performance metrics 
for the models as plotted against time, which visualizes the performance of each model over time. 
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It is evident that the models become less effective with time due to drift, but MTED-LSTM model, 
although they also degrade with time, it is more stable in comparison with the rest. With these 
performance measures, thresholds can be set on the models to trigger a retraining of the model. 
MTED-LSTM model can be incrementally trained as the previous state on the model is retained 
due to it memory retention capability, making the retrain fast and achieve model stability after a 
retrain (Hochreiter et al., 1997; Gers et al., 2000). 

 

5.1 Limitations 

The study only considered the dataset from one telecommunication service provider, 
which might not be a full representation of the entire population.  

The sample dataset selection was not controlled by the researcher, as the dataset used 
in this study was randomly selected and provided by the service provider, which means we cannot 
provide the sample selection criteria, bias management, and the methodology used to extract the 
sample dataset from the entire population/dataset. 

 

5. Conclusion 

The objective of the study was to analyze the effects of concept drift with respect to the 
fraud detection efficiency over time in the mobile network. The other objective was to develop and 
evaluate an approach that minimizes the effect of concept drift. In the study, six months of data 
from a mobile network service provider were considered with the aim of evaluating how different 
models performed in classifying fraudulent mobile network cases over the six months’ time. A total 
of 5 models were analyzed for the effect of concept drift in the classification of fraud cases in the 
mobile network ecosystem. The selection of the models was informed by the literature, which 
identified Random Forest, Naïve Bias, Support Vector Machine, and logistic regression as the most 
commonly used approaches when it comes to classifying and detecting fraud cases. In the study, 
a dynamic model based on the LSTM approach and using Markov Transition while encoding the 
data to preserve the inter-relationships information in the data stream was developed. This was 
informed by the EDA, which revealed that the variables in the dataset were. The architecture of 
the MTED-LSTM and its components have been well discussed, as well as the proposed data flow 
approach. A total of 8 model performance indicators were applied to evaluate the performance of 
the different modes with time to understand the effects of concept drift with time. The selection of 
the performance evaluators was also informed by literature on the common model performance 
evaluation criteria.  These evaluation criteria are Area Under Curve (AUC), Kolmogorov-Smirnov 
(K-S), Gini, Accuracy, Specificity, Sensitivity or Recall, Precision, and F1-score.   

From the results, the question of when the drift occurs and its effect is evidenced by 
the reduction of multiple performance indicators of different models with time. When using Naïve 
Bias model, the accuracy drops from 96.26% to 59.4% with is 6-month duration, although the 
other models’ accuracy did not significantly change during the same duration. The main reason 
for the poor performance of the Naïve Bias model is its assumption that the variables as totally 
independent, which is not the case with the mobile network data streams as per the EDA. Though 
accuracy performance evaluator is one of the most used evaluation criteria, it does not clearly 
reflect the real performance of the models due to the massive imbalance of the dataset, whereby 
the fraud cases only account for 2.4% of the dataset. Area under Curve (AUC) which evaluates how 
effective is a model in defining the decision line indicated that all the models reduced gradually in 
this front with Random Forest model reducing from 98.8% to 60.2%, Naïve Bias reduced from 
99% to 58.5%, SVM reduced from 100% to 65.3%, Logistic Regression reduced from 100% to 60% 
and MTED-LSTM model reduced from 98.8% to 96.6% within a 6-month time frame. This is a 
clear indication of concept drift, but the MTED-LSTM model appeared to effectively manage the 
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drift as its ability to define the decision boundary remained high in comparison to the other 
models. Gini evaluation criteria also indicate the same picture, with the MTED-LSTM model being 
least affected by the drift. 

While using   Kolmogorov-Smirnov (K-S) performance evaluator all the models 
gradually dropped in this measure with Random Forest dropping from 97.5% to 20.4%, Naïve Bias 
dropping from 98.4% to 24.1%, SVM dropping from 100% to 26%, Logistic Regression dropping 
from 100% to 20.4% and MTED-LSTM model dropping from 97.5% to 93.6%. This means that the 
ability to separate instances with time reduces, highlighting the effect of concept drift. Using this 
evaluation criterion, the MTED-LSTM model seems to be the least affected by the drift, with, in 
some cases, showing improvement with time. 

When the performance of the models is measured using a combined metric which put 
into consideration all the other metrics, MTED- LSTM model out performs all the other model 
over time indicating that the model adapts to concept drift over time hence resulting to better 
performance. The lowest combined metric for MTED- LSTM model is 95.5% in the 6th month. 

In conclusion MTED-LSTM model effectively manages the effects of concept drift due 
to its ability to store the previous memory model state on the time series DataStream. This is 
evidenced by the results, where all the performance indicators show the model is least affected by 
the drift with time. It is worth noting that between the 4th and 5th months, all the other models 
drastically reduce their effectiveness, but the MTED-LSTM model actually improved during this 
time frame, which can be attributed to its ability to store the memory state of the previous time 
series streams, resulting in a stable and smooth performance.  

 

6.1 Future work 

The study didn’t answer the other concept drift analysis questions, which are: How is 
the drift? And where did the drift occur? In the mobile network concept drift analysis. Hence, a 
future study can be conducted to understand what causes the drift, where it occurs, and its 
magnitude. Answering those questions will allow us to have a full circle on the analysis of the 
concept drift as it relates to the mobile network fraud detection. 
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